PENJANA HRDF Place and Train

CYBERSECURITY AWARENESS TRAINING

1. Course Title Cybersecurity Awareness Training

2. | Type of Course Non-Technical

3. Training Methodology Classroom or Remote Learning

4, Skill Area Information Security

5. Duration (Days) 2 days/16 hours

6. Level of Certification Cybersecurity Awareness Training Certificate of Completion

7. Certification Body N/A

(If Applicable)

8. | Course Overview The course will introduce participants to the ever-evolving
cyber threats faced by both individuals and organizations of
today, general concepts of information security, and tips on
safeguarding the privacy and safety of one’s data.

9. Prerequisites N/A

10. | Course Objective To provide an overarching view of the technologies and threats
in the fast-developing field of cybersecurity.

11. | Learning Objectives Raise awareness about the importance of information security,
and jumpstart participants’ interest in getting involved in the
field of cybersecurity

12. | Course Content An overview to understanding the cybersecurity threats from
2012 to 2020, with experience and insights on strategies to
better protect the organization.

- Recent Information Security Breaches and Trends

- Evolutions of Technology and Cyber Threats from before to
current

- Cyber Security Threats Today

- Introducing Information Security General Knowledge

- Strategies and Defence Technologies

- General Information Security Best Practices Guidelines (Do's
and Don'ts)

13. | Learning Activities Full time lecture delivered via physical classroom or remote
learning

14. | Target Group Individuals interested in jumpstarting their career in the field

of cybersecurity




