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Malaysia-Australia Bilateral Relations
Advancing Tech Cooperation & Digital Economy 2024

This whitepaper explores the strengthening bilateral relations between Malaysia and
Australia, emphasising their shared interests in technology, digital economy and agritech.
Historically, the partnership has evolved from cooperation in trade and defence to include
significant technological collaboration. The current focus includes leveraging Australia’s
tech expertise and Malaysia's digital growth to enhance economic resilience and
productivity.

Key initiatives such as the Malaysia-Australia Free Trade Agreement (MAFTA), the
Australia-Malaysia Digital Economy Working Group, and the Australian Malaysian Tech
and AgriTech Exchange (AMTX) have been instrumental in promoting tech and agritech
cooperation. Such partnerships have resulted in increased trade, with Malaysian startups

achieving substantial growth and Australian firms expanding into the ASEAN market.

Current prospects include deepening cooperation in areas such as 6G technology,
cybersecurity and digital skills development. While challenges such as regulatory
differences and resource distribution remain, strategic investments in infrastructure and

workforce development are recommended to support ongoing and future collaboration.

Overall, the paper concludes that continued and enhanced partnership in technology and
agritech will benefit both nations economically and position them as leaders in digital

transformation and sustainable agriculture across the Asia-Pacific region.

Agritech and technology are crucial for economic growth in Australia and Malaysia, being
key sectors for both economies. The complementary roles and shared benefits they offer

include:
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o Efficiency and Productivity

Agritech innovations, such as precision farming, monitoring and automated
systems, can significantly boost agricultural productivity. Australia's advanced tech
capabilities can enhance these technologies, while Malaysia's agricultural sector

can benefit from increased efficiency and yield.

o Sustainability
Both countries prioritise sustainable development. Tech solutions can improve

environmental management and resource conservation in agriculture, aligning with

goals for sustainable growth and environmental stewardship.

o Market Expansion

Collaboration can open new markets for both countries. Australian tech firms can
access Malaysia's growing agritech sector, while Malaysian agricultural products

can benefit from Australian technological enhancements.

o Knowledge Exchange

A tie-up can foster knowledge transfer and skills development. Australian expertise
in tech and agriech can support Malaysia's agricultural sector, while Malaysia's

unique challenges provide valuable case studies for Australian innovation.

o Economic Diversification

For Malaysia, agritech collaboration has the potential of diversifying its economy
beyond traditional agriculture. For Australia, it can expand the market reach of its

tech sector.

This collaboration can enhance productivity, sustainability and economic growth by

leveraging on each country's strengths and addressing shared challenges.
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Technological advancements, digital connectivity and socio-cultural exchanges are
reshaping international relations in todays interconnected global economy. The bilateral
ties between Malaysia and Australia are an exemplary model of this transformation,
focusing on enhancing cooperation across multiple sectors, including socio-cultural

engagement and technology, particularly in the digital economy.

This whitepaper reviews the evolving partnership between Malaysia and Australia,
emphasising the economic benefits and trade opportunities created through collaborative
innovations in technology, digital services and the strengthening of socio-cultural ties.

By examining historical contexts, current initiatives and prospects, this paper highlights
how both nations can leverage their strengths to foster a more integrated digital

ecosystem, enhance cultural understanding and expand bilateral trade.
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Malaysia and Australia have developed a robust bilateral relationship with mutual
interests in trade, education, defence, technology and cultural exchange. The rapid
evolution of the digital economy, growth of agritech and deepening socio-cultural
engagement has added new dimensions to this partnership. Both nations recognise the
importance of such enduring ties as drivers of innovation, economic growth and trade

expansion.

With Malaysia positioning itself as a regional hub for technological development,
Australia’s expertise in tech sectors such as cybersecurity, Al, fintech and agritech
offers complementary advantages. Collaborating on technology initiatives and socio-
cultural exchanges enables both countries to enhance economic resilience and

competitiveness, contributing to stronger trade and people ties.

Historical Context of Bilateral Relations

Historical, political, economic and cultural contexts have shaped the evolution of
Malaysia-Australia relations. Following Malaysia’s independence in 1957, the bilateral
relationship matured significantly. Over the decades, both nations have expanded their
cooperation beyond traditional sectors such as education to include technology and the

digital economy, reflecting a mutual commitment to innovation and sustainable growth.

Economic & Trade Partnerships

Bilateral trade between Malaysia and Australia has grown steadily over the years. As of
2023, bilateral trade was valued at approximately AUD 25.5 billion (around RM82 billion),
encompassing a wide range of sectors including natural resources, manufacturing,

technology and digital services.
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The Malaysia-Australia Free Trade Agreement (MAFTA) and the Comprehensive
Strategic Partnership (CSP) have been pivotal in reducing trade barriers, enhancing

market access and fostering greater economic integration.

Socio-Cultural Synergies & Educational Exchanges

The socio-cultural dimension of Malaysia-Australia relations is vital in strengthening
bilateral ties. Over the past 40 years, many Malaysians have graduated from Australian
universities, contributing to a network of alumni that foster strong professional and

personal relations between the two countries.

These alumni are critical in enhancing mutual understanding and promoting economic
and cultural collaboration. Additionally, geographic proximity facilitates more accessible
travel and communication, enabling businesses, academics and individuals to engage

more effectively.

Multicultural Communities & Cultural Interactions

Australia’s multicultural society, significantly shaped by its Malaysian community, enriches
cultural exchange and promotes diversity. Malaysians in Australia contribute to its social
fabric, fostering cultural diversity and enhancing mutual understanding between the two

countries.

Malaysian cultural festivals, cuisine and traditions in Australia enrich the local cultural
landscape. Conversely, Australian influence in Malaysia foster greater appreciation and

strengthen socio-cultural ties.
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Higher Education & Knowledge Sharing

The establishment of Australian universities in Malaysia benefits Malaysian students. It
provides opportunities for knowledge sharing and research collaboration through

academic partnerships and joint research initiatives.

Institutions such as Monash University, Curtin University and Swinburne University of
Technology in Malaysia are leading examples of full-fledged overseas campuses.
Meanwhile, the University of Wollongong also has a presence in Malaysia through its
acquisition of KDU University College. These institutions offer Australian-quality tertiary

education, joint degree programmes, research initiatives and faculty exchanges.
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The recent increase in technology collaboration between Malaysia and Australia is
focused on cybersecurity, agritech, and data center development. These areas represent
strategic priorities for both countries to enhance their digital infrastructure, improve
agricultural productivity through technological innovation and strengthen cybersecurity

capabilities.

Cybersecurity is a critical component of the Malaysia-Australia partnership, reflecting their
shared commitment to enhancing digital resilience and safeguarding critical infrastructure

against growing cyber threats.

A significant initiative in this area is the collaborative project facilitated by Austrade

between the University of Melbourne (UoM) and Universiti Kebangsaan Malaysia (UKM).
Funded by the Australian Department of Foreign Affairs and Trade (DFAT) and supported
by the National Cyber Security Agency of Malaysia (NACSA), the project intends to
develop and strengthen Malaysia’s cyber incident response capabilities.

Key Initiatives & Strategic Drivers

o Development of a Cyber Incident Response Model

The UoM-UKM partnership focuses on building a comprehensive reference model
to assess practical cyber incident responses within Malaysian organisations. This
initiative aligns with the objectives of the Comprehensive Strategic Partnership
(CSP) o between Malaysia and Australia to enhance cyber resilience and prepare

for potential cyber threats.
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o Cyber Resilience Forum 2022

The project was officially launched at the Cyber Resilience Forum 2022, which
brought together high-level stakeholders including the High Commissioner to
Malaysia, the Deputy Director of Malaysia's National Security Council and Chief
Information Security Officers (CISOs) from major corporations such as Maybank,
Maxis, and Petronas. The forum served as a platform to exchange best practices
in cybersecurity and foster collaboration between academia and industry to

enhance Malaysian institutions' overall cyber defense posture.

o Austrade’s Role in Facilitating Collaboration

Austrade has played a pivotal role in this collaboration by facilitating partnerships
and building relationships with key stakeholders in government and industry.
Austrade's essential contributions include securing stakeholder support, obtaining
necessary endorsements and enabling data collection from Malaysian

organisations for empirical research.

o Training and Capacity Building

As part of the project’s second phase from May 2023, 100 cybersecurity managers
and executives from critical infrastructure sectors attended training to evaluate and
enhance their incident-response practices. A benchmarking report for Malaysian
organisations and NACSA, which compares local practices against those by

Australasian financial institutions, was produced from this event.

Impact & Implications

o Strengthening National Cyber Resilience

The project significantly enhances Malaysia's ability to effectively respond to cyber
threats and strengthen cyber resilience. The research and capacity-building
initiatives support Malaysia's strategic objectives in the digital economy, enhancing

its defenses against a broad spectrum of cyber threats.
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o Fostering Bilateral Security Ties

The initiative exemplifies the depth of Malaysia-Australia bilateral ties in digital
security, laying the groundwork for future projects to further enhance cybersecurity

standards and practices in both countries.

o Economic and Strateqic Benefits

Malaysia is poised to attract foreign investments digital economy sectors by
improving its cybersecurity infrastructure. This initiative supports Australia's
broader strategic interests in the region, ensuring a stable and secure digital

environment conducive to trade and investment.

AgriTech is a pivotal area of cooperation between Malaysia and Australia, driven by both
nations' commitment to leverage advanced technologies towards improving agricultural
productivity and sustainability. This partnership aims to tackle pressing challenges related
to food security, climate change and resource management by applying innovative

technologies.

Key Initiatives & Strategic Drivers

o Precision Farming and Smart Agriculture Technologies

Collaborative projects have introduced precision farming technologies and
innovative agriculture tools such as drone surveillance, automated irrigation
systems and loT-enabled sensors, particularly in Sabah and Sarawak. These
initiatives aim to optimise crop management, reduce labour costs and increase

yield efficiency to boost Malaysia's agricultural output.

o Joint Research and Development (R&D)

Australian institutions such as Swinburne University of Technology Sarawak are

working closely with local universities including Universiti Putra Malaysia (UPM)

10



Malaysia-Australia Bilateral Relations
Advancing Tech Cooperation & Digital Economy 2024

on joint R&D projects to develop sustainable farming practices. These projects
explore innovative solutions such as Al-powered pest control, crop health
monitoring and water management systems in order to create a resilient framework

adaptable to environmental changes.

o Australian Malaysian Tech and AgriTech Exchange (AMTX)

A vital component of the CSP, AMTX serves as a platform to drive agritech
innovations. Since its inception, AMTX has facilitated numerous partnerships and
joint ventures, focusing on developing high-yield crop varieties, soil health
monitoring technologies and precision fertilisation techniques. The exchange has
contributed to a 25% increase in bilateral trade in agritech products and services
from 2021 to 2023.

Market Potential and Economic Impact

o Boosting Agricultural Productivity

Malaysia is poised to enhance its agricultural productivity and sustainability by
leveraging Australian expertise in smart agriculture. The integration of these
technologies has increased crop yields by up to 30% while reducing water usage
by 20%, contributing directly to economic growth and improving food security.

o Expanding Trade and Investment Opportunities

The collaboration opens significant opportunities for trade expansion and
investment in high-value agricultural products. Enhanced agricultural output and
sustainable practices can attract further investments in Malaysia’s agricultural

sector and strengthen its position in the global market.

o Long-Term Strategic Benefits

The joint initiatives in agritech not only address immediate agricultural challenges,
but also align with broader environmental sustainability goals in reducing carbon

footprint and enhancing food security.
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The data centre sector represents a rapidly growing area of cooperation between
Malaysia and Australia, as exemplified by the strategic expansion of NEXTDC, Australia's

leading data centre provider into Malaysia..

The move leverages Malaysia’'s strategic geographic location, supportive government
policies and escalating digital needs in becoming a critical hub for regional data centre

services.

NEXTDC is establishing its first overseas data centre, KL1, in Kuala Lumpur, marking a
significant milestone in the company’s regional expansion strategy. With an investment
of approximately RM3 billion (AUD 1 billion) planned over the next five to 10 years,
NEXTDC is committed to developing a robust and scalable infrastructure to meet the

growing demand for advanced data management solutions.

The KL1 data centre will benefit from Malaysia's existing infrastructure and connectivity
to meet the company’s high operational standards, including Uptime Institute-certified Tier
[l and Tier IV certifications.

Market Potential and Strategic Drivers

Malaysia’s burgeoning demand for state-of-the-art data centre solutions make it an ideal
launchpad for NEXTDC'’s expansion into Asia. The country offers a range of advantages

including:

» Security: Emphasis on both physical and cyber security, with advanced access

controls and continuous monitoring systems to safeguard data and facility integrity.

12
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Power Supply: Reliable and adequate power infrastructure, including three-phase

power supply options, ensuring consistent energy delivery critical for data centre

operations.

Fire Safety and Cooling Solutions: State-of-the-art fire suppression systems (using
water, powder, or gas) and advanced cooling solutions such as Computer Room
Air Conditioning (CRAC) units, split systems or central cooling units are essential
to maintaining optimal operating temperatures and protecting sensitive equipment.

Uninterruptible Power Supply (UPS): High-capacity UPS systems that can sustain

power failures for extended periods, ensuring uninterrupted operations during
outages.

Network Bandwidth and Cabling: High-quality network infrastructure supporting

both voice and data, with contingency plans to handle network failures.
Physical Infrastructure: Efficient rack arrangement and adequate physical space,

coupled with environmental controls to minimise dust, moisture and other
contaminants.

Trunking and Raised Floors/Ceilings: Structured trunking systems, including

raised floors or ceilings, for efficient cable management and airflow.

Performance Monitoring: Comprehensive monitoring systems to manage

performance metrics and detect any potential security breaches.

These factors reinforce Malaysia’s strategic positioning as a data centre hub, enabling

NEXTDC to effectively cater to the digital infrastructure needs of the broader Asian

market.

Partnerships and Ecosystem Development

NEXTDC plans to market its KL1 services through its extensive ecosystem of over 750

technology partners including global hyperscale cloud providers. Additionally, the

company is actively recruiting local talent to support its regional office in Kuala Lumpur,

creating high-value job opportunities and contributing to the local economy.
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This strategic integration not only strengthens NEXTDC's presence in Malaysia, but also
aligns with the broader goals of the Austrade-Malaysia Digital Economy Corporation
(MDEC) Memorandum of Understanding (MoU) on digital collaboration, signed in 2020.

Impact and Implications

o Enhancing Malaysia’s Data Centre Hub Status

NEXTDC's significant investment and operational expertise are set to strengthen
Malaysia’s position as a leading data centre hub in Asia. The expansion highlights
Malaysia’s growing importance in the regional digital landscape, which is driven by

supportive government policies and a conducive business environment.

o Boosting Bilateral Trade and Digital Services

The collaboration between NEXTDC and Malaysia offers substantial potential for
expanding bilateral trade in digital services and data management solutions.

o Economic Benefits

The investment is projected to substantially contribute to Malaysia’s economy by
creating jobs, stimulating local economic activities and attracting further
international investments. The presence of a world-class data centre operator can

catalyse additional foreign businesses.
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Malaysia is actively embracing artificial intelligence (Al) and digital transformation to
enhance global competitiveness. The 'Al for Rakyat' programme aims to integrate Al
technologies across various sectors including healthcare, finance and logistics, to boost

productivity and innovation.

In one year from 2022 to 2023, Al adoption in Malaysia increased by 25%, particularly in
healthcare where Al applications reduces diagnostic times by 40% and improves patient

outcomes by 20%.

According to the International Data Corporation (IDC), Malaysia's Al market is projected
to grow at a compound annual growth rate (CAGR) of 30% from 2023 to 2028, driven by

government initiatives and increasing demand for Al solutions across various industries.

The Asia Pacific Digital Trade Agreement (APDTA), which is currently under negotiation,
includes provisions to support the growth of Al and digital transformation across member
states including Malaysia and Australia. This agreement will create a robust framework

for digital innovation and technology exchange.

Bilateral cooperation in the digital economy extends to digital trade, fintech and e-
commerce. In 2023, Malaysia’s digital economy contributed approximately 23% to its
GDP while Australia's digital economy accounted for about 7%.
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Enhancing digital trade between the two countries could potentially add up to AUD5 billion
to their combined GDPs by 2025.

Research on 6G technology is already gaining momentum globally even as 5G
deployment continues. The potential for 6G to support hologram-based communication
could revolutionise sectors such as education, healthcare and entertainment by enabling

real-time, three-dimensional interactions.

Malaysia and Australia are well-positioned to collaborate on 6G research and
development, with the Australia-Malaysia 6G Research Consortium focused on

developing new standards and applications.

Addressing the skills gap through education, vocational training and upskilling
programmes is crucial for supporting the growth of advanced technologies. The Malaysia-
Australia Digital Skills Exchange Programme, launched in 2023, aims to train 5,000

professionals annually in cybersecurity, data science and cloud computing.

Regional agreements like the Regional Comprehensive Economic Partnership (RCEP)
and the ASEAN-Australia-New Zealand Free Trade Agreement (AANZFTA) emphasise
improving logistics and infrastructure to facilitate trade and investment. Enhancing
infrastructure and reducing logistical bottlenecks are critical for improving bilateral trade

flows.
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As this whitepaper illustrates, the Malaysia-Australia bilateral relationship is a testament
to the strength and potential for international cooperation in an era defined by rapid
technological advancements and global interconnectivity.

The comprehensive analysis of the evolving partnership between Malaysia and Australia
underscores a shared commitment to innovation, sustainable growth and mutual

understanding, highlighting the multifaceted nature of their ties.

Looking ahead, the continued emphasis on tech cooperation, particularly within the
realms of the digital economy, cybersecurity, Al, fintech, and agritech, promises to further
propel Malaysia and Australia towards achieving their shared goals of economic

resilience, cultural connectivity and international competitiveness.
Moreover, the flourishing of socio-cultural engagement and deeper educational

engagements will undoubtedly foster stronger people-to-people connections, enriching

the societal fabrics of both nations.
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Austrade and CyberSecurity Malaysia (CSM), Joint Report on Cybersecurity Cooperation
(2023): Collaborative research facilitated by Austrade between the University of Melbourne (UoM)
and Universiti Kebangsaan Malaysia (UKM) focused on building a comprehensive cyber incident
response model.

Australian Department of Foreign Affairs and Trade (DFAT), Funding and Support for
Cybersecurity Initiatives (2023): Details funding mechanisms for cybersecurity projects and
capacity-building efforts in Malaysia, emphasising public-private partnerships.

University of Technology Sydney and Universiti Malaya, Joint Study on 6G Networks (2023):
Explores the potential of 6G technologies to support smart cities and autonomous vehicles,
highlighting energy efficiency and connectivity improvements.

International Data Corporation (IDC), Al Market Forecast (2023): Projects Malaysia's Al market
growth at a CAGR of 30% from 2023 to 2028, driven by government initiatives and increasing
demand for Al solutions.

Malaysia's Ministry of Communications and Digital, 'Al for Rakyat' Program (2022): Outlines
Malaysia's strategy for integrating Al technologies across various sectors to enhance productivity
and innovation.

Asia Pacific Digital Trade Agreement (APDTA), Negotiation Draft (2023): Framework aiming to
facilitate digital trade, protect consumer data, and enhance cybersecurity across member states,
including Malaysia and Australia.

Malaysian Digital Economy Corporation (MDEC) and Austrade, Memorandum of
Understanding (MoU) on Digital Collaboration (2020): Agreement to foster bilateral trade and digital
services growth through collaborative efforts in technology sectors.

Malaysia-Australia Digital Skills Exchange Program, Overview Document (2023): Details on the
initiative to train professionals in cybersecurity, data science, and cloud computing, aiming to bridge
the skills gap in digital sectors.

Regional Comprehensive Economic Partnership (RCEP) and ASEAN-Australia-New Zealand
Free Trade Agreement (AANZFTA), Trade and Investment Facilitation Guidelines (2023): Focus
on enhancing infrastructure, streamlining customs processes, and improving digital trade
facilitation.
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AU@TRADE

AUSTRALIAN TRADE COMMISSION

The Australian Trade and Investment Commission, plays a significant role in Malaysia by
helping Australian businesses connect with opportunities in the Malaysian market. Its
primary purposes include:

v' Facilitating Trade: Austrade assists Australian companies in understanding and
entering the Malaysian market, providing insights into local business practices,
regulations and opportunities.

v' Investment Promotion: It helps Malaysian investors explore opportunities in
Australia, promoting Australian investment opportunities and facilitating
connections with potential Australian partners.

v' Support and Advice: Austrade offers support and advice to both Australian and
Malaysian businesses regarding market trends, business practices and regulatory
requirements.

v' Market Intelligence: It provides valuable market intelligence and research to help
businesses make informed decisions about entering or expanding in the Malaysian
market.

Overall, Austrade aims to strengthen trade and investment ties between Australia and
Malaysia, fostering economic growth and collaboration between the two countries.

MIDA

The Malaysian Investment Development Authority is tasked with:

v' Investment Promotion: MIDA focuses on attracting and facilitating domestic and
foreign direct investment in Malaysia. It provides information, advice and support
to investors, helping them navigate the investment process and understand the
benefits of investing in Malaysia.

v' Investment Facilitation: It assists investors in securing necessary approvals,
permits and incentives. MIDA also works to streamline the investment process and
resolve issues that may arise.

19



Malaysia-Australia Bilateral Relations
Advancing Tech Cooperation & Digital Economy 2024

v' Sector Development: MIDA promotes investment in key sectors such as
manufacturing, services and technology, aligning with Malaysia’s economic
development goals.

A

MATRADE

The role of the Malaysia External Trade Development Corporation is to:

v' Trade Promotion: MATRADE focuses on promoting Malaysian exports by helping
local businesses access international markets. It provides support for market
research, export strategy development and participation in international trade
events.

v' Market Access: It assists Malaysian exporters in overcoming trade barriers and
understanding market requirements, helping them to expand their presence
globally.

v' Trade Facilitation: MATRADE offers services such as matchmaking with potential
buyers, organizing trade missions and providing export-related training to enhance
the competitiveness of Malaysian businesses in the global market.

The National ICT Association of Malaysia, serves as a leading organisation representing
the information and communications technology (ICT) industry in Malaysia. Its goals and
roles include:

v' Advocacy: PIKOM advocates for the interests of the ICT industry, representing its
members' views to government agencies, policymakers and other stakeholders. It
seeks to influence policies and regulations that impact the sector.

v Industry Development: The association aims to promote and advance the growth
and development of the ICT industry in Malaysia. This includes supporting
innovation, technology adoption and industry best practices.

v" Networking: PIKOM provides a platform for networking among ICT professionals,
businesses and organisations. It facilitates collaboration and knowledge sharing
within the industry through events, forums and seminars.
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v' Training and Development: It offers training and development programmes to
enhance the skills and knowledge of ICT professionals, helping them stay updated
with industry trends and technologies.

v' Information Sharing: Pikom serves as a source of information and research on
ICT trends, market developments, and industry statistics. It helps members make
informed decisions and stay competitive.

v/ Standard Setting: The association works to establish and promote standards and
best practices within the ICT industry to ensure quality and consistency.
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